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[Approved for Release by NSA on 01-11-2018, FOIA Case # 103233| 

Privacy Act Statement: Auth. for requesting info: 50 U.5.C 402 note 50 US C 403-3(cX6): 18 U.S.C. 798; 
dial E.0.10450,10865,12333,12958, arid 12968 Auth. ur collecting your SSN is E.0,9397. NSA s Blanket 
Routine Uses found at 58 Fed. Reg. 10.531 <1993) and the specific uses found in GNSA01 and GNSA10 appty to 
this information. Information you provide will be used (principally) to document your access to protected 
information and your continuing obligation not to disclose protected information without authorization. Your 
disclosure of information requested by this form is vduntaty but refusal to provide information, other than 
your SSN. may prevent you from obtaining access to protected information. Refusal to provide your SSN may 
delay you from obtaining access to protected information 


NATIONAL SECURITY AGENCY 

Fort George G. Meade, MD 20755-6000 

CONTRACTOR SECURITY AGREEMENT 


I understand that access to protected information under a U.S. Government agency contract is subject to statutory requirements and penalties and 
involves a special trust and confidence regarding the national security. Intending to be legally bound, I hereby accept the obligations set forth in this 
Agreement in consideration of my being granted such access. 

__ - 1 - ! hav r e b , een advised ,hat Prodded information is information obtained as a result of my relationship with NSA which is classified or in the 

process of a classification determination pursuant to the standards of Executive Order 12958. or any successor order, and implementing regulations It 
includes, but is not limited to, intelligence and intelligence-related information, sensitive compartmented information (information concerning or derived from 
intelligence sources and methods), and cryptologic information (information concerning communications security and signals intelligence including 
information which is also sensitive compartmented information) protected by Section 798 of Title 18, United States Code. 

, . 2 , 1 understand that the burden is upon me to determine whether information or materials within my control are considered by the NSA to be 

protected information and whether the person(s) to whom disclosure is to be made is/are authorized to receive it. 

Pnvpmmoni ] under ® tand ,hat aH Protected information to which I may obtain access hereafter, is and will remain the property of the United States 
Government unless and until otherwise determined by an appropriate official or final ruling of a court of law. Subject to such determination I do not now nor 

Tnll mp r 'r P ° S r eSS a "r r ' 9h ' >h ereS w l ' tle ° r Cla ' m whatsoever t0 such infor roation. I agree that upon demand by an authorized representative of the NSA or 
upon the conclusion of my authorized access to protected information, I shall return all material containing such protected information in my possession or 

f -: ,C r h 'r r ! SP ° n be< f USe of su , ch access - 1 understand that failure to return such materials may be a violation of Section 793 ofTitle 18, United 
States Code, and may constitute a crime for which I may be prosecuted. 

, .. . 4 , ' understand that the unauthorized disclosure of protected information may invoke the criminal sanctions prescribed by one or more of the 

State^Code U 6S SeCt '° nS 793, 794 ' 798, 952 ' and 1924 of Title 18 ' United S,ates Code ’ and Sections 421 through 426 and 783(b) of Title 50, United 


to nrotectert infnr^uln^.l 1^,’ 307Ch ° f thiS A9reement b y me m ay. in accordance with applicable law, result in termination by the NSA of my access 
to protected information at any time it determines such action to be in the interest of national security. 

... 6 ’ ' a9ree not >° discuss matters pertaining to protected information except when necessary for the proper performance of my duties and onlv 

with persons who are currently authorized to receive such information and have a need-to-know. y y 

7. I agree I will report, without delay, to my company security officer or to an NSA security representative the details and circumstances of any 
possible unauthorized disclosure of protected information or of any unauthorized person obtaining or attempting to obtain protected information. 

aoDlication 8 for Lm^rlnfnpr , S ' ateS < ? ov f ernmant ma y seek an V re "iedy available to it to enforce this Agreement including, but not limited to, 

^ , prohibiting disclosure of information in breach of this Agreement. I have been advised that the action may be brought against me 

in any of the several appropriate United States District Courts where the United States Government may elect to file the action Court costs and reasonable 
attorneys fees incurred by the United States Government may be assessed against me if I lose such action. reasonable 


n ■ , 9 ' „ a9 , ree ,hat 1 Wl11 submit for securi ‘y review in accordance with NSA/CSS Policy 1 - 30 "Review of NSA/CSS Information for Public 
are ba^unr 8 ,n . f0r , mat . l0 f n ° f "! atenals ' 1 'nduding works of fiction, that I have prepared for public disclosure which contain or purport to contain refer to or 

nmierteH nf P , t6 ? ® d informa,,on . as defined in paragraph 1 of this Agreement. I understand that the term "public disclosure" includes any disclosure of 
protected information to one or more persons not authorized to have access to it. In addition. I agree: Y 

with the NSAandmereaft'er 0 ^ inf ° rmati ° n and materials for Propublication review during the course of my access to protected information under a contract 
have access t^th^m™^ reqUired submissions P rior ,0 discussing the information or materials with, or showing them to anyone who is not authorized to 

authorization from^'hVNS/Ttl?aTsuch di^clo^re?s p'ermirt^d^arid° PerS ° n ^ * "° t aU,h0riZed ‘° have 3CCeSS '° them Un,il 1 have received wri,,e " 

, 0 rocl .. H (d) ,*° ass .', gn ,0 the Uni ' ed S,ates Government all rights, title and interest and all royalties, remuneration, or emoluments of whatever form that 

have resulted, will result, or may result from any disclosure, publication, or revelation of protected information not consistent with the terms of this agreemlnt 
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nr „. , ." nder !‘ and J a .‘ the purpose of the prepublication review procedure is to determine whether material contemplated for public disclosure contains 
n [^n? tn f n, rm A IOn ^ ' S °' i° 9 ' ve thS NSA 30 °PP ortuni, y t0 P^ent the public disclosure of such information. I understand mat the NSA is obliqated 
pursuant to this Agreement, and ,n accordance with the terms of NSA/CSS Policy 1 - 30, to conduct the prepublication review in a reasonable Sme to 
consult, as necessary, with me through the review process, and to provide an opportunity for me to appeal initial review determinations. 

10. In addition to other conditions imposed on me as a result of my access to protected information under a contract with the NSA, I agree to: 

access ,e cccttSd wSlo'SS, a EES'1*^E? - -V ™ «. re** « my 

a<! mav ho dnimnd 00 ^' SUCh re i strlctl0ns on unofficial forei 9 n travel durin 9 the Period of my access to protected information under a contract with the NSA 
^formation; ^ '° prevent unacceptable risk t0 national security, to the NSA, to personnel associated with the NSA or to protected 

kinsNp, mJSSSSSSS T"^ *“ "**“ n '™" a C '“ “ «—» “ characterized by(teaofaftec.oo. 

(d) Report, in advance, all visits to foreign embassies. 

. ..., J 1 . 1 understand that each of the provisions of this Agreement is severable, i.e., all other provisions of this Agreement will remain in full force 

aonnlt L^ d ® ,e ™" ed tbat any pr0VISI0n of this Agreement does not apply to me or is not otherwise unenforceable. I also understand that this Agreement 
applies to me even though I may have executed a similar government non-disclosure agreement. 9 

12. This Agreement shall be interpreted under and in conformance with the law of the United States. 

793 794 798 Sd 952ofTflle^sT^ni^irt **? answered - 1 acknowledge that the briefing officer has made available Sections 

ry4, mb, and 952 of Title 18, United States Code, Section 421 through 426 and 783(b) of Title 50, United States Code Public Law 88 290- nPiWm 
sections o Executive Order 12958 or any successor order; and NSA/CSS Policy 1 - 30 -Review of NSA/CSS TnforS 

Anrl read , at ^ ,s . time K ,f 1 so choose - 1 understand and accept that unless I am released in writing by an authorized representative of the NSA this 
may be granted access" 9 " me ' ^ 8CCeSS '° Pr °' eCted information and at a " times thereafter, and applies to all protected information to which I 


14. 


I make this Agreement without any mental reservation or purpose of evasion. 


, .. 19 Th ® Se tes ,nctlons are consistent with and do not supersede, conflict with or otheiwise alter the employee obligations, rights or liabilities 
crea e y Executive Order 12958: Section 7211 of Title 5: United States Code (governing disclosures to Congress). Section 1034 of Title 10, United States 
Codeias amended by the Military Whistleblower Protection Act ^governing disclosure to Congress by members of the military): Section 2302(b)(8) of Title 5 
Unhed States Code, as amended by the Whistleblower Protection Act (governing disclosures of illegality, waste, fraud, abuse or public health or safety 

IndXsteh, SJSh 06 den ltles Protection Act of 1982 (50 USC421 et seq.) (governing disclosures that could expose confidential Government agents. ) 
and the statutes which protect against disclosures that may compromise national security, including Sections 641 793 794 798 and 952 of Title 18 United 

nnd fnhTf de ' and ° f ^ Subversive Ac,lvi " es Act of 1950 < 50 USC Section 783(b)). The definitions requirements^ ^ obligatons rigSs sancSns 

and liabilities created by said Executive Order and listed statutes are incorporated into this Agreement and are controlling. 


SIGNATURE 

COMPANY 

ORG 

lYPtD OR PRINTED NAME 

SOCIAL SECURITY NUMBER 

DATE 

The execution of this Agreement was witnessed by the undersigned who accepted it o 

Agency as a prior condition of access to Protected Informa 

in behalf of the National Security 
tion. 

bluNAI URE 

PRINTED NAME 

DATE 
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